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ABSTRACT
This paper investigates and addresses the vulnerabilities of
existing physical unclonable functions (PUFs). We first develop a PUF reverse engineering approach by conducting
gate-level characterization (GLC). Based on the gate-level
delay properties, we emulate the target PUF by designing
a functionally equivalent PUF replication. Furthermore, in
order to prevent such an attack, we develop a new sequential PUF architecture that is resilient to side channel-based
reverse engineering. We obtain accurate results in emulating the timing behavior of the existing arbiter-based PUFs.
Also, the randomness obtained from the sequential PUFs is
significantly higher compared to the existing PUFs.

1.

INTRODUCTION

A silicon physical unclonable function (PUF) is a multiinput multi-output device whose input-output mapping is
difficult to predict and reverse engineer and thus impossible
to clone. Recently, research on PUF design has drawn a
great deal of attention, because the PUF can serve as a new
type of security platform that is resilient against various
attacks, such as side channel, physical, and software attacks.
Furthermore, PUFs are orders of magnitude more efficient
than classical cryptography techniques in terms of energy
consumption and performance.
Considering the importance of PUFs in a variety of hardware security applications, several reverse engineering (RE)
attempts have been made to either challenge or evaluate the
existing PUFs [8][15][22][23]. For example, Majzoobi et al.
[8] proposed a PUF reverse engineering approach using linear algebra and numerical analysis. Ruhrmair et al. [15]
employs statistical and machine learning techniques to reverse engineer PUFs. However, these reverse engineering efforts only targeted a limited number of specific PUFs. Also,
they did not address the issues of fast emulation and physical
realization of the reverse engineered PUFs. Instead, the prediction was conducted at the software and simulation level,
which significantly impacts its effectiveness.
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We first develop a side-channel based reverse engineering method to challenge the security of the existing PUF
designs. We employ gate-level characterization (GLC) techniques that require a limited number of global leakage power
measurements and extract the gate-level physical properties, such as threshold voltage and effective channel length.
Based on the physical properties, we are able to recover the
resulting delay properties of the PUF components that are
crucial to the behavior of the PUF. Then, we show that the
existing PUF designs, which leverage the unpredictability of
the delta delay between two orthogonal delay paths, can be
effectively reverse engineered and reproduced using emulations, considering the low measurement and characterization
errors in our GLC process.
Furthermore, in order to prevent such a side channel and
emulation-based reverse engineering attack, we design a new
generation of PUFs that exploits multiple sequential executions of the combinational PUF logic. We demonstrate that
the sequential PUF design has a extremely low probability
to be reverse engineered compared to the existing PUF designs, because of the significantly increased randomness and
unpredictability. To summarize, we have the following three
main technical contributions:
• We develop a side-channel based reverse engineering
attack against existing arbiter-based PUFs, in which
we recover the delay properties of the PUF components
via physical gate-level characterization;
• We demonstrate an accurate PUF emulation approach
based on GLC that reproduces the exact behavior of
a wide class of existing PUFs; and
• We design a RE-resilient PUF that employs sequential
executions of the combinational PUF logic.

2.

RELATED WORK

Silicon physical unclonable functions emerged in 2002 as
a powerful hardware security primitive for ultra low power
embedded systems [5]. However, PUFs by nature are secret keys and require storage of challenge-response pairs. In
2009, Beckmann et al. introduced the public PUF (PPUF)
to solve the protocol limitations of PUFs [2]. Here, physicallevel properties that determine the input-output mapping
(e.g. gate delays) are published and serve as a public key.
Although PPUFs solved various security and protocol limitations of traditional PUFs, their operation requires that
one involved party (e.g. the authenticator) has significant
computation resources and time.

Most silicon PUFs and PPUFs derived their security properties from process variation (PV) [2][13][14]. UCLA researchers leveraged both PV and device aging to create the
matched PPUF (mPPUF), where two unique mPPUF instances are configured to realize identical input-output mappings through a combination of coordinated device aging
and gate disabling [11][12]. The mPPUF enables essentially
single-cycle public key communication protocols, but it is
limited in the sense that one must essentially possess a separate mPPUF instance for every other party to which one
wishes to communicate.

3.

PRELIMINARIES

3.1

Process Variation

Figure 1: Arbiter-based PUF design [5][7][9][17].

Process variation (PV) in IC manufacturing is the deviation of IC parameter values from nominal specifications[1][3].
It causes major variations in gate-level physical properties,
such as Lef f and Vth . PV is an unavoidable technological
phenomenon of all deep submicron and nano IC realization
technologies. The main PV ramification is that each device
(e.g. gate, transistor, and interconnect) of the same design
has different manifestational characteristics (e.g. delay or
static power) on different ICs. These device level characteristics have profound impact on the overall IC characteristics.

3.2

Power and Delay Models

We consider leakage power, switching power, and delay as
manifestational properties of an IC. There are two sources
for power dissipation in an IC. One is from gate switching,
in which the ICs dissipate power by charging the load capacitances of wires and gates. The other source is leakage
power, where even if the gates do not switch, they dissipate
power due to the leakage current. Equation (1) is the gatelevel leakage power model [10], where W is gate width, L is
gate length, Vth is threshold voltage, Vdd is supply voltage,
and T is the temperature. The rest of the parameters are
considered as constants, which are discussed in details in
[10]. We observe from Equation (1) that the leakage power
is dependent on L and Vth in a non-linear manner.
Pleakage = 2 · n · µ · Cox ·

σ·Vdd −Vth
W kT 2
·(
) · D · Vdd · e n·(kT /q) (1)
L
q

The gate-level switching power model [16] is described by
Equation (2), where the switching power is dependent on
switching probability α, gate width W , gate length L, and
supply voltage Vdd .
2
Pswitching = α · Cox · W · L · Vdd

(2)

Equation (3) shows the gate-level delay model [10] that
is dependent on the parameters similar with leakage power.
Also similarly, gate delay depends on the L and Vth in a nonlinear manner. Load capacitance CL is defined in Equation
(4), where γ is the logical effort of the gate, and Wf anout is
the sum of the widths of the load gates.
Delay =

ktp · CL · Vdd
kf it
·
(1+σ)Vdd −Vth
kT 2
2 · n · µ · Cox · W
·
(
)
L
q
(ln(e 2·n·(kT /q) + 1))2
(3)
CL = Cox · L · (γ · W + Wf anout )

(4)

3.3

Arbiter-based PUF

Figure 1 shows the existing popular arbiter-based PUF
architecture [5][7][17], which serves as the baseline of this
paper. In this PUF design, each challenge bit selects one of
the two multiplexers and thus one of the two delay buffers
that generate different propagation delay values due to process variations. After going through n stages of the delay
buffers, the accumulated delay is expected to have a significant level of randomness that is difficult to predict by
an attacker. Based on this basic arbiter-based architecture,
many researchers [2][5][11] have focused on how to further
increase the randomness and reduce the probability of emulating and predicting the response outputs from the given
challenge bits.

4.

REVERSE ENGINEERING USING GATELEVEL CHARACTERIZATION

The goal in PUF reverse engineering is to accurately estimate the gate-level property of the IC, such as delay, which
is used by the PUF to generate random outputs. Based
on the estimations, one can intentionally emulate the target
PUF using the replicated copy. In this section, we discuss
our approach of conducting PUF reverse engineering using
gate-level delay properties.

4.1

Overall Flow

It is important to note that the gate-level delay properties
of a manufactured chip cannot be directly measured due to
the physical constraints of the IC and high costs of conducting those measurements. Therefore, we must leverage only
the global measurements of IC properties, such as leakage
power, switching power, and/or delay to recover the gatelevel delay properties.
Our approach of gate-level characterization is to measure
global leakage power consumption of the IC and identify the
physical properties of each gate, such as effective channel
length and threshold voltage, which are subject to process
variation. The characterized gate-level properties can serve
as a foundation of many hardware-based security applications. In particular, from the reverse engineer’s perspective,
if one can obtain the accurate physical properties of a PUF,
it would be possible for an attacker to duplicate the physical
copy or, at least, emulate the exact behavior of the designed
PUFs. Consequently, the integrity and security of the PUFs
may be compromised.
We develop a gate-level characterization model that can
be leveraged by an attacker and serves as the foundation

Figure 2: Overall flow of the GLC-based reverse engineering approach.

Figure 3: Architecture of sequential PUFs.
increases. This observation is derived from Equation
(1), where the leakage power is dependent on temperature T in a nonlinear manner. The relation between
leakage power and temperature provides good intuition
of how to obtain linear equations with different sets of
coefficients in our linear program formulation.

for reverse engineering the existing PUFs. In particular,
we characterize the two key gate-level properties, namely
threshold voltage and effective channel length, which have
fundamental impacts on the manefistational IC properties
and are deviated from the nominal specifications after manufacturing due to process variation. Figure 2 shows the overall flow of our gate-level characterization approach. We first
characterize the gate-level manifestational properties, such
as delay and power, by formulating a system of linear equations. Then, we obtain gate-level physical properties (e.g.,
threshold voltage and effective channel length) by using the
GLC results and by manipulating the inputs and voltages.
Finally, we emulate the PUF behavior based on the GLC
results and create the functionally equivalent attacker PUF
to trigger a variety of security attacks.

4.2

Means to Creating Independent Equations

One of the challenges in characterizing gate-level properties via only global IC measurements is to create multiple
independent equations concerning the overall leakage power
consumption and that of individual gates [19]. We leverage
two types of techniques to create these equations. The first
technique is based on the fact that the leakage power of a
logic gate highly depends on its input signals [21]. Therefore,
we can create varying leakage power profiles by varying the
input vectors of the IC. This is the fastest and most efficient
way of obtaining variations and creating various equations.
However, as pointed out by [19], input vector control is not
sufficient in creating systems of equations that are solvable,
due to the fact that collinearity of the coefficients and insufficient controllability both exist in most of the IC designs.
In order to address this issue, we employ three additional
approaches that result in non-correlated variations in the
gate-level leakage power consumption, namely variable supply voltage, thermal conditioning, and device aging.
• Variable supply voltages. According to the power model
(described in details in Section 3.2), the threshold voltage being applied during the IC operation plays an
important role in the leakage power consumption of
a logic gate. In particular, Keshavarzi et al. [6] has
evaluated the non-linear impact of threshold voltage
on the leakage current. Therefore, in order to create
multiple linearly independent equations, we can vary
the supply voltage of the circuit and keep repeating
the measurements.
• Thermal conditioning. We use a thermal conditioning
technique, which is based on the following fact: the
leakage power grows exponentially as the temperature

• Intentional device aging. IC aging is the process of
stressing the transistors in the circuit, where the consequence is the increase of threshold voltage over the
stress time [4] [18]. Aging has been long considered as
a detrimental effect to the IC lifetime. However, we
can leverage the increase of threshold voltage caused
by aging to vary the leakage current of the entire IC
in a non-linear manner.
Based on the global power measurements and variations
obtained from the above techniques, we create linear and
non-linear programs to solve the gate-level manifestational
and physical properties, respectively. The details of the two
GLC processes can be found in [19] and [20].

4.3

PUF emulation

After obtaining the gate-level properties via the GLC process, we continue with emulating the original PUFs to predict the response bits under the given challenges. In particular, we create an attacker PUF that exactly emulates the
behavior of the original PUF by employing the characterized PUF’s properties. Since the netlist of the original PUF
is known, we can accurately simulate the PUF behavior by
plugging in the gate-level values into a simulator, calculate
the actual propagation path determined by the challenge,
and obtain the corresponding output signals.

5.

RE-RESILIENT PUFS DESIGN

As a defense, we develop a new PUF architecture that
is resilient to the aforementioned GLC-based reverse engineering. In this section, we discuss in details our design
objectives and the new RE-resilient PUF architecture.

5.1

Design Objectives

The goal of the RE-resistant PUF design is to prevent the
reverse engineering approach from extracting the physical
implementation details of the PUF, replicating it with an
equivalent faked hardware implementation, and later emulating the exact responses with the faked copy. We achieve
this goal using the following two strategic steps:
• Complicating the RE characterization. We design the
PUF architecture in such a way that it creates the

Table 1: Accuracy of Gate-level Characterizations on Existing PUFs.
PUF Design

Approach

Number of Gates

GLC accuracy (Vth )

GLC accuracy (Lef f )

Gassend et al. (2002) [5]

Switch-based ring oscillator

24

1.05%

0.48%

Majzoobi et al. (2009) [9]

Light-weight arbiter

256

1.11%

0.50%

Suh et al. (2007) [17]

Inverter ring oscillator

120

1.14%

0.51%

Lee et al. (2004) [7]

Feed-forward arbiter

196

1.25%

0.65%

most challenging cases for the existing side channelbased IC characterization approaches. With these designs, we ensure that the difficulty level of obtaining
the gate-level properties out of the PUF is significant.
Also, even if the PUF is still reverse engineered, it
is difficult to achieve high levels of accuracy. Consequently, it is computationally challenging to accurately
emulate the PUF due to the inaccurate characterizations, as any inaccuracies in the intermediate stages
are highly transitive and would indirectly impact the
eventual response outputs.

each PUF, we conduct physical GLC, in terms of threshold voltage and effective channel length, and compare the
characterized results against the actual property values. We
use the relative characterization errors, i.e., the percentage
that the characterized value is apart from the actual value,
to represent the accuracy of the reverse engineering. The
characterization errors serve as indicators of the accuracy
that an attacker could achieve to conduct emulation and reproduce the behavior of the target PUF. From Table 1 we
observe that the resulting characterization errors are below
or around 1% for a set of existing PUFs.

• Complicating the RE emulation. The effectiveness of
PUF reverse engineering is highly dependent on the
RE emulation step, where the attacker counterfeits the
target PUF by either replicating its physical architecture or by implementing an equivalent design that has
exactly the same behavior as the original PUF. While
replicating the PUF physically might be difficult, we
have shown in the previous sections that emulating the
PUF at the functional level is doable assuming the attacker has the ability of extracting the gate-level properties of the target PUF in the GLC process. This
poses significant challenges in achieving a RE-resilient
PUF design.

5.2

Sequential PUF Architecture

Our approach to complicating the RE emulation is to design a new PUF architecture that employs time-based sequential events, namely a sequential PUF. Figure 3 shows
our sequential PUF architecture. The PUF execution flow
involves multiple sequential runs of the combinational arbiterbased PUF logic. Between different runs, we feed a set of
the intermediate outputs (e.g., from randomly selected intermediate stages) into a XOR logic, which combines selected
signals with the initial challenge, to form the challenge of
the next run. The eventual response outputs of the sequential PUF are those obtained after K sequential runs, where
K is a configurable parameter based on the timing and randomness requirements of a specific use case.

6.

EVALUATION RESULTS

In this section, we evaluate our PUFs reverse engineering and anti-RE PUFs design. In particular, we implement
the RE techniques on a set of popular PUF architectures,
including [5][7][17][9]. Also, we evaluate our RE-resistant
PUFs design by calculating the hamming distance between
the response bits.

6.1

GLC on Existing PUFs

We evaluate the GLC-based reverse engineering approach
on a variety of popular PUFs, as shown in Table 1. For

Figure 4: Distribution of threshold voltage characterization errors.
Furthermore, in Figure 4 and Figure 5 we plot the distributions of the GLC errors for threshold voltage and effective
channel length, respectively. We observe that the average errors of GLC fall within the range below 2%, which ensures
the accuracy of the reverse engineering approach.

6.2

PUFs Emulation

We evaluate the accuracy of our PUF emulation approach
by comparing the outputs of the attacker PUF and the original PUF. In particular, we first construct a certain number
(e.g., 50) of original PUFs with a Gaussian distribution of
Vth and apply a certain number (e.g., 50) of challenges to
those PUFs and record their outputs as the baseline of correct responses. Then, we construct a certain number (e.g.,
100) of attacker PUFs per original PUF considering the
characterization errors from GLC. For each original PUF

Figure 6: Distribution of error rates in our PUF
emulation with varying PUF sizes.

Figure 5: Distribution of effective channel length characterization errors.

and challenge we emulate the 100 attacker PUFs and compute the incorrect response rate compared to the correct
responses.
Figure 6 shows the distribution of incorrect responses of
the attacker PUFs using our PUF emulation approach. We
simulate 100 attacker PUFs that are created using GLC errors (i.e., Vth error rate 1.05% and Lef f error rate 0.48%)
per 50 PUF instances and 50 challenges. Also, the PUF
sizes vary between 5 configurations of M × N , where M
is the number of stages (i.e., challenge bits), and N is the
number of rows (i.e., response bits) in the PUF structure.
We observe that more than 90% of the attacker PUFs using our emulation approach have zero error rates for all the
single-output PUFs (i.e., 1 × 64, 1 × 128 and 1 × 256). With
the increase of N (i.e., the number of response bits), the
error rates increase, but we still have more than 25% of the
attacker PUFs that are error free. Considering that even a
smaller percentage of correct attacker PUFs will cause huge
damage to the PUF security, we conclude that the proposed
GLC-based PUF emulation approach is effective.
Similarly, we evaluate the impact of process variation on
the PUF emulation accuracy, as shown in Figure 7. We simulate the response error rates of the attacker PUFs (1 × 256)
with various variances for the Vth Gaussian distribution.
The results indicate that the accuracy of our emulation approach is resilient to the process variation, as there are over
90% of the attacker PUFs generating the correct outputs in
all the tested variances.

6.3

Figure 7: Distribution of error rates in our PUF
emulation with varying process variations.

Figure 8: The distribution of output hamming distance (without sequential loop).

RE-Resilient Sequential PUFs

Figure 8 and Figure 9 show the distributions of the output hamming distances in the existing PUF [5] and in our
sequential PUF design, respectively. In our experiments, we
evaluated 25 pairs of challenges, with each pair differing by
only 1 bit of the inputs. The hamming distance between the
resulting outputs serve as an indicator of how effective the
PUF is. For example, the larger the hamming distance is,
the less correlation the output has with the challenge bits,

Figure 9: The distribution of output hamming distance (with sequential loop).

which means it is more difficult to be reverse engineered.
From Figure 8 and Figure 9, we observe that the hamming
distances in our loop-based sequential PUFs are significantly
larger than those of the existing PUFs. This proves the randomness and thus the effectiveness of our sequential PUF,
in the sense that it can generate significantly random outputs with only 1 bit variation in the challenge bits. This
prevents attackers from engineering the PUF by varying the
challenge bit by bit and observing the output patterns.

7.

CONCLUSION

We investigated the security vulnerabilities of the existing arbiter-based PUFs by conducting side channel-based
reverse engineering and emulation. With accurate reverse
engineering results, we argue that the existing arbiter-based
PUF designs have security vulnerabilities that must be addressed. To solve this issue, we developed a sequential PUF
architecture that is resilient to side channel-based reverse
engineering. Our evaluation results show that the proposed
reverse engineering attack has an over 90% success rate.
Also, our sequential PUF mechanism significantly reduces
the predictabilities of the PUFs and thus increases the level
of difficulty for reverse engineering attacks.
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